Enrolment Guide for User Side Certificates

od

bhpbilliton

Enrolment guide for User Side Certificates

BHP Billiton Ltd.



Enrolment Guide for User Side Certificates

1

2

INTRODUCTION

BHP Billiton requires user side certificates for secured extranet access to BHP Billiton
resources for third parties and partners.

This document is an end-user guide for individuals who will be issued with the user side
certificates.

Please note that prior to actually being able to acquire the certificate, ensure that you
(as the end user) have been in contact with the BHP Billiton administrator who shall
provide you with the UserID required for access to the VeriSign certificate download
site.

CHECKING THE CONFIGURATOIN OF YOUR BROWSER

Prior to installing a user side certificates, your web browser must be correctly
configured.

To check your configuration, open Internet Explorer and select Help —> About Internet
Explorer. Check that the Cipher Strength is set to 128-bit as per the sample screen is
as shown below.

<2} About Internet Explorer X

Micro

€ Explorer
Version: 6.0.2500,1106C0

Cipher Strength: 128-bit

Product IDyS5736-0EM-8019953-04269

pdate Yersions:; SP1; Q822925; Q330994; Q332594;
This is a customized wersion of Internet Explorer,

Based on NCSA Mosaic, NCSA Masaic{TH); was ﬂ
developed at the Mational Center For Supercomputing
Applications at the University of Ilinois at Urbana-
“harnpaign. ;I

¥ ff} Copyright ©1995-2001 Microsoft Corp,
'{‘ﬂ J Acknowledoements
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3 INSTALLING YOUR CERTIFICATE

Access to protected sites within BHP Billiton is by invitation only. Once you have been
registered internally, you will receive an email from the certificate administrator. This
email will contain a link to a site. Access this site and complete the following steps:

3.1.

Installing the CA (Certification Authority)

The CA is a generic certificate that all users must install prior to installing their
personalised client side certificate. The CA helps in validating the client side certificate
and in establishing the correct certification path.

o

Click on the link provided in the e-mail and select INSTALL CA

®

INSTALL CA

You will now be prompted:

o

o

o

O

To open the file or save it to your computer - click OPEN

To install this certificate - click INSTALL CERTIFICATE

With a Certificate Import Wizard welcome window — click NEXT

To specify a location to store the certificate — accept the default and click NEXT
With a Completing the Certificate Import Wizard window — click NEXT

With a Security Warning window confirming that you want to install the
certificate — Confirm that you are installing a BHP Billiton Extranet CA and click
YES

With a window confirming that the install was successful — click OK

You will return to the certificate window, which you can now close by clicking OK.
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3.2. Enrolling for your Client Side Certificate
o Click on the link provided in the e-mail and select ENROLL.

o ENROLL

Choose this option to enrall for a client Digital 1D,

Complete all fields, including the UserID (included within the e-mail notification) and
challenge phrase (provided earlier).

Verisisn
(Cg’n?‘s‘ iré Enrollment

Help with this Page

Complete Enroliment Form

Information for the Digital ID
Fill in all fields. Use only the English alphabet with no accented characters. The information marked
with a "#" is included in your Digital |D and is available to the public

User ID: *  (required)
(example - JBlack)

Your E-mail Address: * (required)
(example -- jbdoe@verisign.com)

Challenge Phrase
This unigue phrase protects you against unautharized action on your Digital 1D and should not be
shared with anyone. Do not lose it It is reguired to revoke and renew your Digital [D.

Enter Challenge Phrase: (r=quirad)
Do not use any punctuation

Click the ACCEPT button at the bottom of the page.
You will now be asked to:
o Confirm your email address - click OK

o Confirm your request for a certificate - click YES

Once you have completed the enrolment process, your request will need to be
authorised by a BHPB administrator. You will be notified of your authorisation via
another email confirming that your certificate is ready for pickup. This email will also
contain a PIN which is required to complete the process.

3.3. Pickup and Install your Client Side Certificate

Once you receive your email with the PIN details, click on the link provided in this
email and select the PICK-UP ID option.

Enter the PIN as shown in the screen below and click on the submit button.
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o h Digital ID Services

Pick Up Digital ID

Important: This step must be completed using the same computer used to
submit the enrollment form.

The Personal ldentification Nurmber (PIN) is needed to complete this step. It was contained in an e-
mail message sent immediately after the enrollment form was submitted.

This was sent by the administrator to the e-mail address entered in the enrallment form.

Copy (Ctrl + ¢ the PIN number fram the e-mail, paste (Ctrl ++) it into the box below, and hit
SUBMIT.

After the PIM is submitted, generating the Digital ID will take up to three minutes. Do not interrupt
the browser until there is a response.

Enter the Personal Identification
Number (PIN):

The PIM is listed in the confirmation e-mail that e BhiEY
was sent from the administrator.
Copyright @ 1999, VeriSign, Inc. All Rights Resered vg:l'iSigll

Trust Network

You will be presented with a dialogue box asking you to “Request to add the certificate
now”. Click YES

Once the certificate has been installed, you will be presented with a confirmation page
titted Congratulations.

Installation complete.
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CHECK CERTIFICATE HAS BEEN INSTALLED

To check if the certificate has been successfully installed on your computer, open
Internet Explorer and go to Tools —> Internet Options. Select the Content tab and

then click on the Certificates button.

Internet Options 2=l

Generall Securityl Privacy Content | Cannections Programs' .t’-‘«dvan-:edl

— Cottent Advizor

Ratings help pou control the Intermet content that cat be
m viewed on this computer.

Seftings... |

r— Certificates
% Uze certificates to positively identify vourself, certification
g authorties, and publishers.

Certificates... | Publizhers. .. |

r— Perzonal information

5, AutoComplete stores previous entries AutoComplete. . |
and suggests matches for you. =

Microzoft Profile Assiztant stores your by Prcile... |
perzonal information. 2

Ok | Cancel | Apply |

Intended purpase:

Personal |Other People | Inkermediate Certification Authorities | Trusted Root CertiFicatiorLI_’l

Issued Ta | Tssued B | Expiratio. .. | Friendly Mame |

John Smith BHP EBilliton Extranet CA  25/06/2005  <MNone:

Import... Expork... Remove Advanced... |

Certificate intended purposes

Wiew |

Close

The Certificates window should show the certificate, which was just installed. If you
have other certificates already installed these will also be displayed in this window.
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